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Topic [001]: Privacy Rights in the Information Age 

Introduction 

Privacy has always been a respected right that people have deemed to be integral, but 

as technology advances at an unparalleled rate, the absolute right to privacy seems to be of 

global debate. As countries continue to enjoy the benefits the Information Age brings, the 

invasion of privacy, especially when it comes to governments and companies taking 

information with the use of advertising, trade, and intelligence has brought concern to in our 

globalized world concern. The Electronic Frontier Foundation, a non-profit organization 

that act to defend civil liberties in the digital world, note that “national and international laws 

have yet to catch up with the evolving need for privacy that comes with new digital 

technologies.”  In December 2017, it was estimated that 3.95 billion people are internet 1

1 Nicole Puller, “Privacy”. https://www.eff.org/issues/privacy (2008) 
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users, where 71% of this statistic also use social media and this is projected to grow even 

faster. ,  The right to privacy is held onto differently around the world and is a relative 2 3

concept that is defined and defended differently among UN member states.  

Current International Legal Framework: UN’s Stance on Digital Rights 

In December 2013, the General Assembly adopted resolution 68/167 that  “affirmed 

that the rights held by people offline must also be protected online, calling upon all States to 

respect and protect the right to privacy in digital communication.”  The framework put forth 4

was directed at the growing concern about the impacts of surveillance and interception of 

communications in its relation to human rights. After a year of the new resolution, a request 

was made to prepare a report on the right to privacy in the digital age, especially in regards to 

“the context of domestic and extraterritorial surveillance of digital communications and 

collection of personal data, including on a mass scale, with a view to identifying challenges 

and best practices.”  In 2015, a new resolution, 69/166, was adopted by the Human Rights 5

Council, appointing an UN Special Rapporteur to report on violations of the right to privacy 

including its connection to issues that may arise from new technologies for a period of three 

years.  

Right to Privacy: 

2 International Telecommunications Union, “Internet Usage and World Population Statistics.” 
http://www.internetworldstats.com/stats.htm (December 31, 2017) 
3 Statista, “Number of social media users worldwide from 2010 to 2021 (in billions).” 
https://www.statista.com/statistics/278414/number-of-worldwide-social-network-users/ (July 2017) 
4 United Nations Human Rights, “The Right to Privacy in the Digital Age.” 
http://www.ohchr.org/EN/Issues/DigitalAge/Pages/DigitalAgeIndex.aspx (2015) 
5  United Nations Human Rights, “The Right to Privacy in the Digital Age.” 
http://www.ohchr.org/EN/Issues/DigitalAge/Pages/DigitalAgeIndex.aspx (2015) 

 

http://www.internetworldstats.com/stats.htm
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The right to privacy is one that exists in several amendments around the world: in 

the U.S. Constitution , in article 8 of the European Convention on Human Rights , in article 6 7

21 of the Indian constitution, where it is enshrined as a fundamental right , Germany holds 8

privacy laws firmly due to their past history under the Nazi regime, and many other 

countries hold it to the a high degree. The justification most commonly used for the granting 

of right to privacy is that citizens need to gain a sphere where they can be free of 

interference or surveillance by government to exercise other human rights. 

Privacy works in conjunction with other rights that are granted by many states. For 

example, the right to freedom of expression can only occur if security is guaranteed, allowing 

individuals to feel comfortable to freely speak their minds (intrinsic to a person’s right to 

life). The main threat to privacy is in relation to the security given by both the state and 

private corporations that are in control of much of the data people are afraid of.  

The status of data is considered the central social and economic resource in the 

digital age: private corporations are slowly becoming the key organizers of this data that 

limits the state’s ability to provide for those who depend on them to exercise justice and 

redistribution in regards to rights . To establish the right to privacy, some have suggested the 9

use of an independent branch of the state to exclusively deal with data issues and 

6 Tim Sharp, “Right to Privacy: Constitutional Rights & Privacy Laws.” 
https://www.livescience.com/37398-right-to-privacy.html (June 12, 2013) 
7 Gavin Phillipson, “Q&A: The right to privacy.” http://www.bbc.co.uk/religion/0/22887499 (June 14, 2013) 
8 Jyoti Panday, “India’s Supreme Court Upholds Right to Privacy as a Fundamental Right - and It’s About 
Time.” 
https://www.eff.org/deeplinks/2017/08/indias-supreme-court-upholds-right-privacy-fundamental-right-and-it
s-about-time (August 28, 2017) 
9 Parminder Jeet Singh, “Privacy in the digital age.” 
http://www.thehindu.com/opinion/op-ed/privacy-in-the-digital-age/article19446279.ece (August 8, 2017) 

 

https://www.livescience.com/37398-right-to-privacy.html
http://www.bbc.co.uk/religion/0/22887499
https://www.eff.org/deeplinks/2017/08/indias-supreme-court-upholds-right-privacy-fundamental-right-and-its-about-time
https://www.eff.org/deeplinks/2017/08/indias-supreme-court-upholds-right-privacy-fundamental-right-and-its-about-time
http://www.thehindu.com/opinion/op-ed/privacy-in-the-digital-age/article19446279.ece
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management, limiting corporations to have a full monopoly on how to control and shape 

entire sectors of the state.  

EU: General Data Protection Regulation 

In this day in age, there’s an importance placed upon giving people their own control 

over their personal data, the EU created a new regulation called the General Data Protection 

Regulation (GDPR). This legislature took four years to be approved on April 14th 2016 and 

is replacing the outdated data protection directive from 1995 . The GDPR is set to apply to 10

all EU member states by May 25th 2018, primarily used to require organisation to ensure 

adequate levels of protection for the rights and freedoms to individuals in relation to 

personal data . The 28 member states place the responsibility on companies to meet the 11

standards that will require most to make large investments, additionally changing the way 

other international companies will decide to strategically remain competitive among 

European companies .   12

The GDPR primarily provides assessments for data controllers and data processors. 

Controllers are responsible for determining the means of processing personal data, whereas 

the processors are those who are responsible for processing personal data on behalf of 

10 Trend Micro, “EU General Data Protection Regulation (GDPR).” 
https://www.trendmicro.com/vinfo/us/security/definition/eu-general-data-protection-regulation-gdpr (2018) 
11 Nick Ismail, “Change is coming: the GDPR storm.” 
http://www.information-age.com/change-coming-gdpr-storm-123462645/ (October 13, 2016) 
12 Michael Nadeau, “General Data Protection Regulation (GDPR) requirements, deadlines and facts.” 
https://www.csoonline.com/article/3202771/data-protection/general-data-protection-regulation-gdpr-require
ments-deadlines-and-facts.html (January 3, 2018) 

 

https://www.trendmicro.com/vinfo/us/security/definition/eu-general-data-protection-regulation-gdpr
http://www.information-age.com/change-coming-gdpr-storm-123462645/
https://www.csoonline.com/article/3202771/data-protection/general-data-protection-regulation-gdpr-requirements-deadlines-and-facts.html
https://www.csoonline.com/article/3202771/data-protection/general-data-protection-regulation-gdpr-requirements-deadlines-and-facts.html
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controllers . Legal obligations are placed on these specific stakeholders, making them liable 13

for any breach that may occur. The risk of penalties is used to ensure that corporations are 

able to protect the rights of the data subject , unlike the past legislature that did not account 14

for the changing environment; the possible penalties of noncompliance include a first 

penalty tier set at 10 million euros or 2% of the company’s global annual turnover of the 

preceding financial year and the second tier is set at 20 million euros or 4% of the same 

conditions as before .  15

Asia-Pacific Economic Cooperation Privacy Framework 

Unlike the EU’s General Data Protection Regulation that is directly applied 

regulation, the Asia-Pacific Economic Cooperation Privacy Framework (APEC) is a set of 

principles and guidelines used to establish privacy protection in conjunction with allowing 

for continued trade and economic growth . This framework encompasses 27 countries and 16

streamlines its Cross Border Privacy Rules (CBPR) system with countries such as the United 

States, Canada, Japan and Mexico. Policies and practices of participating businesses are to 

comply with the minimum program requirement to provide protection. This system does 

13 Information Commissioner’s Office, “Key definitions.” 
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/ 
(2017) 
14 GDPR EU, “Data Controllers and Processors.” 
https://www.gdpreu.org/the-regulation/key-concepts/data-controllers-and-processors/” (2016) 
15 Trend Micro, “EU General Data Protection Regulation (GDPR).” 
https://www.trendmicro.com/vinfo/us/security/definition/eu-general-data-protection-regulation-gdpr (2018) 
16 Alex Wall, “GDPR matchup: The APEC Privacy Framework and Cross-Border Privacy Rules.” 
https://iapp.org/news/a/gdpr-matchup-the-apec-privacy-framework-and-cross-border-privacy-rules/ (May 
31, 2017) 

 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/
https://www.gdpreu.org/the-regulation/key-concepts/data-controllers-and-processors/
https://www.trendmicro.com/vinfo/us/security/definition/eu-general-data-protection-regulation-gdpr
https://iapp.org/news/a/gdpr-matchup-the-apec-privacy-framework-and-cross-border-privacy-rules/
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not change or displace countries’ domestic laws and regulations, but only requires certain 

policies to comply with its system and it is enforceable by law.  

Case Study: 207 Thailand Computer Crime Act Amendments 

In late of 2016, Thailand’s National Legislative Assembly voted unanimously  

to amend their country’s Computer Crime Act (CCA). As opposed to offering 

citizens protection against cyber crimes such as fraud, data breaches, or theft, the 

amendments have been heavily criticized to have worsen the ambiguity and potential 

for abuse by the state . The digital rights in Thailand have been limited since the 17

original 2007 CCA and the Human Rights Watch has noted the broadening of power 

given to the government, restricting free speech, enforce surveillance and censorship, 

and retaliate against activists .  18

Although there were 300, 000 people who demanded the National Legislative 

Assembly to reject the amendments that infringed on their privacy and freedom of 

expression on the Internet through a petition, it still got passed . Since the May 2014 19

coup, there were many arrests and charged that were made against critics of the junta 

leader in Thailand, and the new CCA only increases censorship that could give the 

government more grounds to criminalize activists and Thai citizens. Many fear that 

17 D. O’Brien & G. Gebhart, “The Amended Computer Crime Act and the State of Internet Freedoms in 
Thailand.” 
https://www.eff.org/deeplinks/2016/12/amended-computer-crime-act-and-state-internet-freedoms-thailand 
(December 21, 2016) 
18 Human Rights Watch, “Thailand: Cyber Crime Act Tightens Internet Control.” 
https://www.hrw.org/news/2016/12/21/thailand-cyber-crime-act-tightens-internet-control (December 21, 
2016) 
19 Kasamakorn Chanwanpen, “Embattled Computer Crime Act set to pass.” 
http://www.nationmultimedia.com/news/national/30302213 (December 16, 2016) 

 

https://www.eff.org/deeplinks/2016/12/amended-computer-crime-act-and-state-internet-freedoms-thailand
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enhanced power under the new legislature could lend the government an 

opportunity to further their abuse of power because the state’s agencies are the main 

deciders in what online content is available to their populus . There are three main 20

sections that areas of concern: 14, 18, and 20 that encompass a range of restrictions 

and censorship on internet users  21

Authoritarian regimes 

Similarly to Thailand, the restriction on internet access is prominent in authoritarian 

regimes. As of now, the UN Human Rights Council has passed a non-binding resolution to 

condemn countries that disrupt citizens’ internet access, stating that “the same rights people 

have offline must also be protected online”; notably, Russia, China, Saudi Arabia, and 

democratic states such as South Africa and India supported this stance, however there is a 

lack of legal enforceability . 22

Case Study: Ethiopia 

Internet shutdowns are tools used by many similar governments to control  

their citizens, inevitably limiting their rights. Ethiopia’s government is among at least  

30 other administrations that have disrupted or shutdown domestic internet access .  23

20 Athistha Chitranukroh, “New Computer Crimes Act to Tackle Cybercrime amid public Concerns over 
Online Freedom.” https://www.lexology.com/library/detail.aspx?g=2a94c7cb-1389-4cc9-a4d5-82bd107cbc27 
(January 20, 2017) 
21 Signis, “Thai Cyber Crime Act tightens Internet control.” 
http://www.signis.net/news/human-rights/30-12-2016/thai-cyber-crime-act-tightens-internet-control 
(December 30, 2016) 
22 James Vincent, “UN condemns internet access disruption as a human rights violation.” 
https://www.theverge.com/2016/7/4/12092740/un-resolution-condemns-disrupting-internet-access (July 4, 
2016) 
23 David Kode, “Internet shutdowns: the “new normal” in government repression?” 
https://www.opendemocracy.net/democraciaabierta/CIVICUS/david-kode/internet-shutdowns-new-normal-i
n-government-repression (December 21, 2017) 

 

https://www.lexology.com/library/detail.aspx?g=2a94c7cb-1389-4cc9-a4d5-82bd107cbc27
http://www.signis.net/news/human-rights/30-12-2016/thai-cyber-crime-act-tightens-internet-control
https://www.theverge.com/2016/7/4/12092740/un-resolution-condemns-disrupting-internet-access
https://www.opendemocracy.net/democraciaabierta/CIVICUS/david-kode/internet-shutdowns-new-normal-in-government-repression
https://www.opendemocracy.net/democraciaabierta/CIVICUS/david-kode/internet-shutdowns-new-normal-in-government-repression
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In December 2017, the government blocked the internet limiting internet  

users’ access to Facebook, Twitter, and Youtube  several days after Oromo  24

anti-government protests spread across the country. Unlike other nations that have  

multiple internet service providers (ISP), Ethiopia only has one ISP: Ethio Telecom,  

giving almost full control over internet access in the country, a monopoly over 

mobile and internet services for the government to create internet shutdowns several  

times in the past . Not only does this limit general right to access the internet,  25

privacy is compromised because citizens are unable to speak out and have their  

rights respected. This tool was used to suppress information about the details of the  

violence and the response of federal security forces .  26

Pertinent Questions 

What role should the UNHRC play in determining the extent of a country’s right to create 

their own privacy legislature? 

Are current systems and legal frameworks enough to ensure the right to privacy for citizens 

across the world? 

How does globalization affect privacy laws online? 

24 Abdi Latif Sahir, “Ethiopia has blocked social media sites as new Oromo protests hit the country.” 
https://qz.com/1157890/oromo-protests-ethiopia-has-blocked-social-media-sites-facebook-twitter-and-youtu
be/ (December 15, 2017) 
25 Abdur Rahman Alfa Shaban, “Ethiopia telecoms monopoly now Africa’s largest mobile operator.” 
http://www.africanews.com/2017/11/16/ethiopia-telecoms-monopoly-now-africa-s-largest-mobile-operator/
/ (November 2016) 
26 Salem Solomon, “As Violence Flares in Ethiopia, Internet Goes Dark.” 
https://www.voanews.com/a/as-violence-flares-in-ethiopia-internet-goes-dark/4164223.html (December 14, 
2017) 

 

https://qz.com/1157890/oromo-protests-ethiopia-has-blocked-social-media-sites-facebook-twitter-and-youtube/
https://qz.com/1157890/oromo-protests-ethiopia-has-blocked-social-media-sites-facebook-twitter-and-youtube/
http://www.africanews.com/2017/11/16/ethiopia-telecoms-monopoly-now-africa-s-largest-mobile-operator//
http://www.africanews.com/2017/11/16/ethiopia-telecoms-monopoly-now-africa-s-largest-mobile-operator//
https://www.voanews.com/a/as-violence-flares-in-ethiopia-internet-goes-dark/4164223.html
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Should the state be given more power over corporations, or are the restrictions enough to 

ensure that the data being collected is ethically used? 

Is the check on authority/the state sufficient for citizens? 

Should new international guidelines be created to combat governmental control over 

internet access? 

Can individuals make informed decisions and consent to the use of their data in the current 

state? 
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