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Topic 003: Cyberpolitics and Globalization 

 
Introduction 

Many of the infrastructures that support modern society, such as employment, public 

transportation, and healthcare, have been transformed due to the advent of the Digital Age. 

Technologies such as cloud computing and online metadata bases have allowed more information to 

be stored and exchanged within these infrastructures, resulting in their ability to reach and directly 

benefit more and more people as time progresses. One notable aspect of modern society that has 

experienced such a change in nature due to technological developments is politics.  

Cyberpolitics is the integration of politics and technology.  It affects not only the politicians 1

who choose to employ it in their platforms, but also individual citizens who are responsible for 

electing these politicians. Through advancement in a variety of fields such as investigative 

journalism, marketing, and media studies, cyberpolitics has begun to take on a life of its own and has 

evidently transformed the political climate of any and all nations that have turned to it in hopes of 

achieving more efficient governmental operations. In recent times, it has become the focus of many 

1 https://mitpress.mit.edu/books/cyberpolitics-international-relations  

https://mitpress.mit.edu/books/cyberpolitics-international-relations
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news stories, as its growing influence begins to raise questions about the degree to which 

cyberpolitics can be considered an ethical part of modern politics.  

Current Role of Cyberpolitics in Modern Governments 

Today, the world sees many politicians turning to newer communications technologies, such 

as social media, as a way to further increase the scope and reach of their political platforms.  Before 2

the introduction of social media into everyday life, the integration of online activity and politics only 

applied to background operations, such as finance tracking, and modelling of strategic decision 

making.   3

In modern times, many government officials including those at municipal, provincial or 

state, or federal levels have also adopted social media as a way of increasing transparency and 

rebuilding relationships between themselves and civilians that were lost soon after the Snowden 

document leaks.  The creation and maintenance of such relationships is undoubtedly essential to the 4

furthering of social and economic progress on both national and international levels.  

Cyberpolitics not only has facilitated many mundane tasks within national politics, its use has 

been extended even to cementing international relationships between multiple countries. For 

example, the vast expanse of cyberspace has become central to U.S.-China relations, with the United 

States being responsible for much of its development and with China becoming a sort of “rising 

star” in terms of global power. As a result, geopolitical conflict has begun to surface on cyberspace 

and on the Internet, with both countries vying for power over ideals and beliefs rather than over 

physical geographic territory. This “modern” type of power struggle, where countries push for 

2 https://callhub.io/10-ways-internet-changed-political-campaigning/  
3 https://mitpress.mit.edu/books/cyberpolitics-international-relations  
4 
http://www.cbc.ca/radio/thecurrent/the-current-for-june-1-2015-1.3095021/public-opinion-shifts-on-government-surv
eillance-post-snowden-1.3095057?scrlybrkr  

https://callhub.io/10-ways-internet-changed-political-campaigning/
https://mitpress.mit.edu/books/cyberpolitics-international-relations
http://www.cbc.ca/radio/thecurrent/the-current-for-june-1-2015-1.3095021/public-opinion-shifts-on-government-surveillance-post-snowden-1.3095057?scrlybrkr
http://www.cbc.ca/radio/thecurrent/the-current-for-june-1-2015-1.3095021/public-opinion-shifts-on-government-surveillance-post-snowden-1.3095057?scrlybrkr
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control over intangible concepts such as belief systems over individuals, has existed since the 

beginnings of Marxist influence throughout Europe and Asia throughout the 20th century; however, 

the invention and expansion of cyberspace, especially into the realm of politics, has exacerbated the 

need to be mindful of potential consequences of its use.  

Whistleblowing Culture 

The development of whistleblowing culture has mirrored that of cyberpolitics, and thus it is 

important to consider the impact of the latter on political whistleblowers. Whistleblowing has found 

its own niches in multiple disciplines, including law, ethics, business, and governmental affairs. The 

act of whistleblowing only became popular in the 1960s during the Vietnam war, when individuals 

such as John Paul Vann publicized their concerns with the American military’s policy and strategy 

through media outlets.   5

Whistleblowing is not seen as a major occurrence in many parts of the world; in fact, reports 

of whistleblowing incidents throughout the 20th century often take place in North America and 

Europe. Current policies in place regarding whistleblowing typically only operate at the corporate 

levels of many countries, and as a result government-focused whistleblowers are perceived as 

practicing a more dangerous form of the activity. This fact is especially important when considering 

the use of whistleblowers to combat corruption in many tyrannical governments, especially after the 

widespread political strife that marked many decades of the 20th century.   6

In modern times, whistleblowers have been focused on uncovering and publicizing secretive 

political actions; for example, in 2013 Edward Snowden famously leaked information regarding the 

United States’ National Security Agency’s PRISM surveillance program to media outlets such as The 

5 http://www.historynet.com/john-paul-vann-man-and-legend.htm  
6 https://www.sciencedirect.com/science/article/pii/S2351667415000141  

http://www.historynet.com/john-paul-vann-man-and-legend.htm
https://www.sciencedirect.com/science/article/pii/S2351667415000141
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Washington Post and The Guardian, and in 2016 Edgar Matobato revealed his involvement in the 

Davao Death Squad which was called upon by Philippine president Rodrigo Duterte to execute 

suspected criminals.   7

As the uses and potentials of cyberspace are further exploited in the interest of digitizing 

political operations, whether they be in day-to-day internal affairs, in building campaign platforms, 

or in informing civic participants of actions that are to be undertaken, whistleblowing becomes a 

growing influence on information that is given to the public. Whistleblowers carry a large burden in 

bridging the relationship between government and citizen; as a result, it is often their actions that 

cause significant disturbance in this relationship.  

Ethical Questions Surrounding Cyberpolitics 

The main ethical concerns expressed by many nations regarding the institution of 

cyberpolitics in their domestic policies stem purely from its novelty. Little, if no, research has been 

done on the impact of cyberpolitics on individual nations, and thus many governments who do not 

employ technology in their political system, such as economically weaker countries, are wary of its 

potential consequences and influence on their citizens. As a result, in order to properly analyze the 

effects of implementing technological advancements in extant political and civic procedures, 

additional research and observation of countries already experiencing a shift towards digitized 

political systems needs to be conducted.   8

 

 

7 
https://qz.com/967610/they-say-they-killed-for-duterte-the-twisted-tale-of-the-two-hitmen-taking-on-the-philippine-pr
esident/  
8 https://www.sciencedirect.com/science/article/pii/S2351667415000141  

https://qz.com/967610/they-say-they-killed-for-duterte-the-twisted-tale-of-the-two-hitmen-taking-on-the-philippine-president/
https://qz.com/967610/they-say-they-killed-for-duterte-the-twisted-tale-of-the-two-hitmen-taking-on-the-philippine-president/
https://www.sciencedirect.com/science/article/pii/S2351667415000141
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Pertinent Questions 

 
Is cyberpolitics’ growing influence allowing the world to further progress in social, economic, and 
cultural spheres, or is it a detriment to these spheres? 
 
In the wake of scandals that bring into question the ethical shortcomings of cyberpolitics, how 
should such technological activity be regulated?  
 
Can the use of modern Internet and communications technologies be used to combat authoritarian 
regimes?  
 
How can cyberpolitics-based systems benefit trust territories in establishing new governments?  


